‘;’ ETHICS IN PROCUREMENT

1. INTRODUCTION

Staff having procurement authority in Halfaya shall be charged with the
higher standards of loyalty and discretion. They must remain vigilant in
efforts to protect the integrity of the procurement process. In addition to
complying with Halfaya Code of Ethics and Business Conduct (“Code™),
procurement personnel must also follow the below supplemented poli-
cies and practices.

1.1 APPLICABILITY

This Ethics in Procurement applies to all staff work in the Con-
tract, Procurement and Logistics (CPL) Department, tender evalua-
tion team members, and those who directly involved or have influ-
ence in procurement process (hereinafter referred as “procurement

personnel”).
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1.2 COMMITMENT & RESPONSIBILITIES

Procurement personnel must uphold the following commitments:

Behave honorably in all aspects of work and professional
activity.

Conduct themselves in a manner to maintain trust and
confidence in the integrity of the procurement process.

Avoid “clever” practices intended to take undue advantage of
others or the company.

Uphold the Halfaya’s Code and approved policies and
procedures.

Avoid conflicts of interest.
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2. ETHICAL CONCEPTS AND PRINCIPLES

The ethical concepts and principles that relate to Halfaya
procurement process are:

2.1 LOYALTY AND RESPECT FOR RULES &
REGULATIONS

Procurement personnel must perform regulated tasks consistently
according to the rules and regulations pertaining to his or her
profession and position, know what caused the rules and
regulations to be enacted, respect the need for the formality of
rules and regulations, and then interpret and apply rules in
accordance with their intent.
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2.2 INTEGRITY

Procurement personnel are expected to maintain superior
standards of integrity and must uphold the principles set out in the
Code. They must demonstrate the core values of Halfaya,
including honesty fairness and truthfulness in their daily activities
and behaviors. All employees must act without abuse power or
authority and no consideration of personal gain shall be accepted.
In cases of unprofessional or unethical behavior, procurement
staff are required to take prompt action and report to a higher
level if necessary.

All gifts and entertainments provided by a supplier or potential
supplier shall strictly follow the guidelines provided in the Code.
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2.3 IMPARTIALITY AND FAIRNESS

All competitive bid processes will be conducted professionally
and free of any misleading information or intent. Procurement
personnel is required to set aside biases, apply the same
standards of evaluation to all the suppliers. Any fraud,
coercion and collusion activities in the procurement process, or
affect the execution of a contract are prohibited in Halfaya.

2.4 AVOIDANCE

Any activity that has the appearance of a conflict of interest,
whether or not an actual conflict exists, must be avoided. In
any situation can be perceived as a conflict of interest,
procurement personnel should:

Step 1 - Promptly disclose this conflict to his/her
department manager and CPL department manager. If the
employee involved work in CPL department, then he/she
should directly report to CPL department manager.

Step 2 - Stop working on and proactively withdrawal
themselves from the case. At the same time, employee
involved shall collect all documents at hand if a handover is
required. No further actions should be conducted unless clear
instruction is received from the department and/ or CPL
manager.

More information for activities perceived as a conflict of
interest can be found in the Code.
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2.5 CONFIDENTIALITY

Procurement personnel must exercise the utmost discretion
with regard to all matters of official business. All information
received in procurement process shall be kept strictly
confidential.

Below are examples of confidential information used in
evaluating a bid or a proposal:

Bid prices for sealed bids or lists or prices;
Proposed costs or prices;

Source selection plans;

Technical evaluation plans;

Commercial evaluation plans;

Competitive range determinations;
Rankings of bids, proposals or competitors;

Reports, evaluations and recommendations of source
selection panels, boards or advisory councils; and

Any other information used in procurement plan marked as
“Confidential”.
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2.6 DUE DILIGENCE

Procurement personnel should carry out duties carefully and
thoroughly and avoiding careless practices or techniques. Due
diligence requires that all activities by procurement personnel
be pursued in a manner that goes beyond the minimum effort.

For example, diligent Halfaya procurement personnel should:
« Check the references of potential suppliers

« Develop impartial evaluation criteria

« Carefully analyses the offers received

o Not cut corners for the sake of convenience.
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The table below demonstrates some potential areas of risk relating
to procurement ethics. It helps to recognize some of the most
common ethics and procurement integrity issues that can come up
during the procurement process. Each procurement personnel
should pay upmost care and attention to avoid these issues. Other
issues or different situations may also be encountered, please do

not hesitate

to seek for further help from your department

manager anytime when necessary.

Area of risk

Explanation and examples

Budgeting

Fraud and corruption must be paid for from somewhere.
Lack of proper budgetary control, for example when all
funds are not allocated to a specific purpose, can provide
the necessary funds.

Perceived need

Requirements can be invented or falsified.

Specification
development

Specifications can be written to favor a specific supplier.
Clarifications on specifications can be provided to one of
the invitees only during the tendering process.

Evaluation crite-
ria

Evaluation criteria can be written, or amended, after receipt
of offers to favor a particular supplier.

Pre-qualification

Process can be used to limit the field of competition to give
a favored supplier an advantage.

Invitation to Bid

Process can be used to give the illusion of competition
where it does not really exists by inviting tenders from com-
panies who are known to be unsatisfactory, or by not send-
ing out complete specifications to all tenders at the same
time etc.
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Area of risk Explanation and examples alsaly o yall iygball Kglaga

Bid evaluation Fraud at this stage occurs mainly when objective evaluation crite- OSars Bae il yulae o BV &0 Y Lovie Ala jall o3 (& 5 55 Juany GleUnnll 2y
ria have not been agreed in advance. It can also occur where Laradidl 4y aladin) o 5ol ) Slead) e Lol Ghasy of 5 3
technical staff is able to use their specialist knowledge to mislead axEill 3y 8 e (oAl eliac] dolial
other members of the evaluation team.

Negotiation Favored suppliers can be assisted or given useful information Al fliall A Gsizma (3 5al B e slas sllae) ol sae b (S ol
during negotiations.

Contract award | There are opportunities for fraud by the supplier either through 3l aae g sl lae Allgial Jladl ODA (o ) sl U8 (e JLia DU (3 Sl Bal) i

deliberately fraudulent acts or through buyer incompetence.
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Post award chang-
es to specifications

This allows suppliers to increase profits, particularly when award-
ed the contract on an attractively low offer price.
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Goods receipt Examples are: Allowing under-deliveries of goods or non- S elial ol A€ e 5l aaall A€ e s by land) ) Jpe e ) 22
performance to specifications, or drafting false goods inward O3l Jibay mland) 200 3l cldlall des o ailiadd] L3S 23l &) ) delua
notes; deliberate over ordering; allowing inventory to dwindle so Ao e el e 35 e bl el of alla S5
that emergency orders at a higher price will have to be pro-
cessed.

Invoice certification|Deliberate overcharging, backdating orders to allow benefit from O B ransy Loa lallall il 2 5 o) cdamiall 00 311 A<l 85 sale s
price changes, paying twice, failing to insist on or monitor reten- Clilaca ille 4l e 5l el pall axe ol (i @l il 8 il il
tions. Lelayl

Decentralized pro- |In decentralized organizations the responsibilities are delegated Gag coalddl) e ST aaal STl 5 e iy 585 ot 4 38 530 lalaial) 458 a2l Gy yidal)

curement

to a large number of people, and it is difficult for the central pro-
curement function to exercise total control and to be aware of
what is going on in the decentralized units. Although decentraliza-
tion can often improve efficiency and reduce costs, it can also
increase the risks of corruption.
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